Обґрунтовується ефективність використання скрембле-рів в вузькосмугових системах зв'язку, що працюють в умо-вах низького відношення сигнал/завада. Оцінюється вплив кількості та порядку перестановки смуг на залишкову роз-бірливість скрембльованого сигналу. Досліджується стій-кість скрембльованого сигналу до злому. Наводяться прак-тичні рекомендації щодо розробки смугових скремблерів, що реалізують цифрову обробку мовних сигналів з використан-ням алгоритму швидкого перетворення Фур'є з ковзаючим вікном Ключові слова: скремблювання, смуговий скремблер, швидке перетворення Фур'є, ковзаюче вікно, залишкова роз-бірливість Обосновывается эффективность использования скрем-блеров в узкополосных системах связи, работающих в условиях низкого отношения сигнал/помеха. Оценивается влияние количества и порядка перестановки полос на остаточную разборчивость скремблированного сигнала. Исследуется устойчивость скремблированного сигнала к взлому. Приводятся практические рекомендации по раз-работке полосовых скремблеров, реализующих цифровую обработку речевых сигналов с использованием алгоритма быстрого преобразования Фурье со скользящим окном Ключевые слова: скремблирование, полосовой скремблер, быстрое преобразование Фурье, скользящее окно, остаточ-ная разборчивость UDC 621.391.2/.7
Introduction
Along with the development of computer technologies, methods and means for transmission of information, approaches to ensure information security are also being developed. Operation of information security systems which provide protection of transmitted voice messages is based on converting speech signal characteristics. As the result, the speech becomes unintelligible to eavesdroppers after interception of such messages.
Among the variety of voice communication systems narrowband systems occupy a special place. Due to the narrow bandwidth of individual channels the rational use of radio-frequency resource is achieved. These systems are characterized by low requirements to stability of communication channel characteristics and low-cost of equipment. Examples of narrowband communication systems are general-and special-purpose wired telephone lines as well as special, operational-technological and amateur radio systems up to the VHF band. In such systems, along with the requirements of reliability and efficiency, issues of the information transmission security are also of importance.
There are two basic methods of converting speech signals for the purpose of protection against tapping: scrambling and digital encryption [1] [2] [3] [4] [5] . The main difference between scrambling and digital encryption is that scramblers are converting the frequency-time characteristics of the original analog speech signal transmitted over the communication channel. The signal after scrambling occupies the same frequency band as the original one. On the contrary, digital encryption devices are encoding bit sequence that is transmitted over the communication channel and determines the samples of the original speech signal [2, 5] . 
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Digital encryption of speech signals using cryptoalgorithms or vocoder devices [5] provides a higher-level security compared to scrambling [4] . Transmission of the obtained stream of encrypted speech samples is carried out mainly through broadband communication channels. In turn, scramblers leave the signal bandwidth without expanding, so they can be used in both broadband and narrowband communication channels [2, 3] . Due to its versatility, scrambling devices are being actively produced by such manufacturers as Transcrypt International (USA), Communico (USA), MX COM (USA), MIDIAN Electronics (USA), Selectone (USA) and used in commercially available special-purposes radio stations. One of such radio stations are the ORION-RS-1S and the ORION-RV-1S transceivers manufactured by ORION Radio Plant PJSC (Ternopil, Ukraine). It confirms the relevance of the works connected with improvement of the speech scrambling devices and investigation of its operation features.
Literature review and problem statement
According to [3] , the following basic principles of scrambling are distinguished:
1) scrambling in the frequency domain: the spectrum of the speech signal is inverted or split into a series bands which are then permuted and inverted. Inversion means a flipping of the original signal spectrum in the selected frequency band relative to its center. Devices implementing scrambling in the frequency domain are called band scramblers;
2) scrambling in the time domain: the speech signal is divided on fragments which are split into segments and then inverted and/or permuted in the time domain;
3) two-dimensional or combined scrambling simultaneously implements the two principles of speech signals conversion described above.
To transmit information over a communication channel in real time, scrambling in the frequency domain is more preferable than in the time domain [6] . This is due to the fact that band scramblers are more tolerant to distortions of the channel amplitude and phase responses. It allows obtaining minimal signal distortions during descrambling. At the same time, the main disadvantage of band scramblers is that the scrambled signal is characterized by the speech-like rhythm and relatively high levels of residual intelligibility [7] .
As a rule, the basis of the band scramblers consist of the bandpass filter bank which is realized in analog or digital form. Implementation of the filter bank in a digital form and application of the fast Fourier transform (FFT) algorithm provide a significant increase of number of bands into which the spectrum of the original signal is split [8] . Due to this, the number of possible band permutations increases and leads to growth of scrambled speech security level. However, implementation of the algorithms using the principle of block-by-block accumulation and processing of samples [9] requires synchronization. The synchronization between the scrambler and the descrambler is necessary in order to correctly descramble the voice information. Lack of synchronization causes distortions in the descrambled signal that are perceived as "clicks", which follow with a period equal to the duration of the FFT window [10] .
The problem of synchronization between the band scrambler and descrambler based on the FFT algorithm has been studied in detail in a number of works. For example, the possibility of introducing additional sync pulses into the scrambled speech signal both before the beginning of the communication session and during of the transmission of speech information was considered in work [11] . In subsequent work [12] , it was proposed to use the sample-, frame-and multiframe synchronization. A similar synchronization mechanism is also implemented in the scramblers that use OFDM modulation for transmission of encrypted speech samples [13] . It leads to significant complication of the scrambling algorithm and increases its computational complexity [14] . Such additional feature puts in doubt the declared simplicity of the scrambling methods described above.
Works [15, 16] present alternative methods of band scramblers implementation that do not require synchronization between the scrambler and descrambler. These approaches are based on the digital filter bank that uses the sliding window FFT algorithm [15] or the "fast filter bank" [16] . From the practical point of view, these approaches have greater computational complexity than the algorithms based on the block-by-block accumulation and processing of samples [15] . However, practical implementation of these methods is more preferable because they do not require synchronization and adding any service information to the transmitted signal. Moreover, using the FFT sliding window algorithm [15] is more preferable because it requires minimum time expenditure for the development of the scrambler. It is related to the fact that the FFT algorithm is a standard function of digital signal processing (DSP).
However, it should be noted that the following aspects of implementation and application of band scramblers are not fully represented in the available literature sources and reviews of technical solutions: 1) relevance of declared advantages of the scrambling methods over the encryption ones taking into account the modern techniques of compression and transmission of a stream of speech samples through various communication channels in particular reasonableness of using scramblers in narrowband communication systems;
2) optimal splitting of the speech signal spectrum for frequency domain scrambling and recommendations for choosing of a band permutation order for providing minimal level of speech residual intelligibility in a secured communication channel;
3) estimation of the scrambled signal security level, especially, its strength for a various hacking attempts.
The goal and the tasks of the research
The goal of the research was to analyze the features of development and operation of band scramblers as well as to estimate the signal security level provided by such class of devices.
To achieve this goal the following tasks were accomplished:
-comparative analysis of the peculiarities of implementation of scrambling and encryption methods in narrowband communication channels based on the generally known theoretical information on the data transfer rate limit and characteristics of modern speech compression methods; -experimental analysis of the influence of the band permutation order on the scrambled signal residual intelligibility based on the known information of contribution of different speech signal spectrum bands to intelligibility; -experimental investigation of the scrambled speech signal hacking strength in the communication systems equipped by band scramblers.
Comparative analysis of effectiveness of using scrambling and encryption methods in narrowband communication systems
In this article, a narrowband communication system is understood as a speech transmission system in which the bandwidth of the transmitted signal or communication channel is of the order of 3.1 kHz. This frequency band corresponds to the lowest third class of sound broadcasting quality [17] .
The main features of such narrowband communication systems are:
1) work in a broadcast or in a conference mode ("one with all" or "all with all");
2) dynamic connection/disconnection of new subscribers; 3) operability in spite of low values of the signal-to-noise ratio (S/N) in a communication channel (from -6 dB); 4) duplex or simplex mode of operation; 5) limitation of the maximum delay in conversation or for reconfiguration of the communication network to 50...200 ms [18, 19] . Such delays are not perceivable to the human ear and do not effect on a comfort of conversation [20] .
The possibility of using various encryption methods to secure voice information from leakage is determined by the parameters of the communication channel and the possibility of transmission the stream of encrypted signal samples in real time. Such possibility is complicated by the following:
1) the combination of a narrow band and small S/N values resulting in the data rate that is insufficient for speech samples transmission in real time;
2) the need to perform a "connection establishment procedure" when connecting/disconnecting new subscribers;
3) the need to resolve collisions of packets of signal samples transmitted simultaneously from several communication terminals that use a shared data transmission medium. Such problem is especially crucial when the communication network operates in the conference mode [21] .
Consider in detail the problem connected with the insufficient data rate value. The ability to transmit voice in real time as a stream of samples is determined by two factors: the maximum data rate in a communication channel and a stream compressing method.
The physical limit of the data rate over a communication channel is determined by value of C [bit/s] calculated by Shannon's formula [22] :
where B is the bandwidth of a communication channel, Hz; S/N [times] is the signal-to-noise ratio (in terms of power).
As shown in Table 1 , physical limit of the transmission rate is C=1...3.1 kbit/s for S/N equal to -6 ... 0 dB. The given S/N values are thresholds for the "analog" communication channel when a speech is still perceived with a satisfactory level of intelligibility [20] . Modern codecs allow to compress the stream of the speech signal samples in such a way that it is required at least 6 kbit/s for its transmission over a communication channel in real time. This applies, for example, to open-source codecs such as OPUS, SILK, VORBIS which are used in popular IP communication systems like SKYPE® and Viber®. At the same time, the use of classified codecs such as STANAG that is recommended for use in special communication systems of NATO countries allows to reduce the above-mentioned data rate to 1.2...2.4 kbit/s [23] .
It should be noted that even with higher S/N values the compression remains a necessary operation for transmission of speech samples over a narrowband communication channel in real time. Thus, in the case of data transmission over telephone lines at a nominal S/N of 33 dB (as defined in OST 45.36-97) the physical limit of data rate is 34 kbit/s (Table  1 ). This value is almost half the capacity of the "elementary channel of a digital telephone network" (64 kbit/s) [21] , which is required for the transmission of 8-bit speech samples digitized at sampling rate of 8 kHz.
As it follows from the above, application of encryption methods is fundamentally impossible in narrowband communication systems in which the S/N in the channel varies in time and can take values of 0 dB or less. In such cases, only scrambling techniques provide secured transmission of voice signal in real time and with satisfactory intelligibility level after descrambling. For S/N values above 6 dB, the use of encryption methods in narrowband communication systems is possible but the development of such devices requires significantly higher material and time expenditures than for scramblers. This is caused by limitation of the data rate in a narrowband communication channel and the need of compression of speech signal samples stream.
Analysis of the influence of band permutation order on the residual intelligibility of the scrambled signal
The main characteristic of the scrambling algorithm is the residual intelligibility of the output signal. Residual intelligibility means a relative or percentage ratio of properly received and recognized elements of speech (phrases, words, syllables) to the total number of these elements [1] [2] [3] [4] [5] .
The level of degradation of the signal intelligibility when the signal is transmitted over a communication channel can be estimated by the "speech transmission index" (STI). Table 2 shows coefficients α i corresponding to the weight of each octave band of the signal when calculating the STI value [24] .
The octave bands presented in Table 2 lie within the frequency range 300...3400 Hz which corresponds to the speech band transmitted over the narrowband communication channels. It should be noted that the values of α i of each band are determined both by the peculiarities of a human auditory perception and by the spectral characteristics of the speech itself (by the probability of occurrence of formants in each band [17] ). Thus, the spectrum of speech "is matched" with the peculiarities of its perception by the human ear.
During scrambling in the frequency domain the spectral components of speech are permuted while the common signal bandwidth keeps unchanged. It can be assumed that the coefficient of "degradation" of intelligibility of the scrambled speech (γ) will be proportional:
where r orig , r scr are intelligibility estimates of original and scrambled signal; N is the number of signal bands during scrambling; . From an analysis of the values given in Table 2 , it can be assumed that the decrease in the level of residual intelligibility is achieved by moving of low-frequency components of speech into the high-frequency region of the spectrum and vice versa. The possibility of decreasing of intelligibility in such permutations can also be explained by the fact that the ability of the human ear to distinguish separately signals with close frequencies is inversely proportional to the frequency of these signals. Therefore, movement of closely spaced low-frequency speech components (e. g. pitch harmonics) towards the high-frequency region prevents separated perception of these components and reduces intelligibility of the scrambled signal.
From the above, it is also possible to make the assumption about the susceptibility of a signal scrambled in the frequency domain to hacking by inversion of its spectrum in the entire frequency band. This operation approximately restores the order of bands of the scrambled signal, which can lead to an increase in its intelligibility to a satisfactory level and, as a consequence, to the possibility of unauthorized tapping.
Experimental equipment for research into the use of band scramblers
Experimental investigations of operation and efficiency features of band scramblers were carried out by experimental equipment which block diagram is shown in Fig. 1 . The experimental equipment includes a sound reproducing device and a personal computer (PC) with specialized software implemented in the MATLAB® environment. The speech signals to be scrambled-descrambled were represented as arrays of samples stored in audio files or coming from the PC audio card. The algorithm of digital signal processing (DSP) used as the scrambler/descrambler was developed according to the recommendations stated in [15] . Main features of the algorithm are the ease of implementation by using standard DSP functions in its structure and the tolerance to the lack of synchronization between the scrambler and descrambler.
Fig. 1. Block diagram of the experimental equipment
The scrambling and descrambling algorithms are identical to each other, therefore only the scrambling algorithm is described below.
Developed scrambling algorithm (Fig. 2) based on the bank of digital narrowband filters which is realized using sliding window FFT technique [15] . This algorithm does not require synchronization between the scrambler and descrambler due to the use of the sliding window shifted by one sample at each iteration.
As can be seen from Fig. 2 , N elements are fetched from the array of input signal samples s in (n) by the sliding window at each iteration of the algorithm (where N is the window size, see step A). The selected elements are multiplied by the weighting function W(n) and processed by the FFT algorithm. During the next step, the output signal FFT spectrum is formed by permutation of the complex samples of the input signal FFT spectrum in accordance with the scrambler key and phase corrections procedure (blocks M and φ in Fig. 2) .
The scrambler key used in the algorithm includes: 1) an array of band cut-off frequencies to be permuted; 2) an array specifying the order of band permutations; 3) an array of spectrum inversion flags for each band (enables flipping the order of spectrum samples within appropriate bands). Table 2 Weight coefficients of the octave bands of the speech signal spectrum as is assumed during calculation of STI Further, the phase of each spectrum sample at the output of the block M was corrected in the block φ according to the formula (3). Due to this, phase jumps of the signal spectral components caused by frequency-domain permutations during the scrambling are eliminated.
where i is the number of sample in the input signal FFT spectrum; k is the number of iteration of the scrambling algorithm; φ ′ i, k is the phase of the FFT spectrum complex coefficient of the signal at the output of the block φ which corresponds to the i-th FFT spectrum complex coefficient of the input signal; φ i, k is the phase of i-th FFT spectrum complex coefficient of the input signal; Δf i is the frequency shift of the i-th FFT spectrum complex coefficient of the input signal which corresponds to its permutation in accordance with the scrambler key; n k is position of the sliding window relative to the first element of the array of the input signal samples at the k-th iteration of the algorithm (Fig. 2) ; f s is the sampling frequency of the input/output signal.
To form the output signal s out (n), the array of FFT spectrum samples from the output of the block φ is processed by the inverse FFT (IFFT) algorithm. Obtained samples are added to the contents of the array s out (n) (step B in Fig. 2 ). The array s out (n) at the starting point of the algorithm is zero filled. The offset of the sample blocks obtained after IFFT relative to the first element of the array s out (n) is equal to the offset of the sliding window in the array s in (n).
At subsequent iterations of the algorithm, the sliding window is shifted by one sample and the actions described above are repeated. In such a way, the array of the time-domain samples of the signal s out (n) is formed from the array s in (n).
During the experimental investigations, the following parameters of the scrambling algorithm were used: 1) sampling frequency f s =8 kHz (therefore bandwidth of the input signal is 4 kHz);
2) the sliding window size N=512; 3) weighting function type W(n): Blackman-Harris (the width of the major lobe at the level of -3 dB is 29.297 Hz, the level of the side lobes is -92 dB).
Investigation of the influence of the bands permutation order on the residual intelligibility of scrambled signal
In the course of experimental investigations, the residual intelligibility of the scrambled signals was estimated by the articulatory measurements in accordance with GOST 50840-95. For carrying such measurements, a group of 3 trained speakers (one male and two women) and auditors (one man and two women) without obvious defects of hearing and speech was invited. Preparation for the experiment included formation of audio files with test phrases read by each speaker and taken from articulatory tables (Appendix D, GOST 50840-95). Further, the audio files were scrambled and its verbal residual intelligibility was estimated by auditors. Thus, each estimation of intelligibility is averaged value obtained by all auditors after listening per 50 phrases dictated by each speaker.
For the investigation influence of the band permutation method on the residual intelligibility, the original signal spectrum was divided into 3 bands and all possible variants of the band permutations and spectral inversions were considered. The band cut-off frequencies corresponded to two methods of spectrum splitting: the equidistant and the octave.
Fig. 2. Function diagram of the developed scrambling algorithm
The equidistant spectrum splitting method assumes that the original signal spectrum divided by bands with an equal width (the cut-off frequencies were 1.328 kHz and 2.656 kHz for 4 kHz signal bandwidth). In case of the octave splitting method, the widths of neighboring bands were related as 1:2 towards increasing of frequency (the cut-off frequencies of bands were 563 Hz and 1.703 kHz). Amount of bands used during investigation (3 bands) was optimal from the point of view of time expenditure required to exhaustive search all combinations. A similar number of bands were used in relatively simple scramblers based on specialized chips, for example, PCD4440T manufactured by Philips (the Netherlands). The obtained estimation of the scrambled signal residual intelligibility for equidistant and octave methods of splitting the spectrum of the original signal are shown in Fig. 3, a, b , respectively. Numbering of the bands shown in Fig. 3 was done from the low-frequency region towards high frequencies of the input signal spectrum.
The results of experimental studies in Fig. 3 show that not all of the possible permutations provide a low level of residual intelligibility. It can be seen that such "effective" permutations include those in which the spectrum bands containing low-frequency speech components are moved to the high-frequency region. This feature corresponds to the assumption earlier made in Section 5. Moreover, the method of signal spectrum splitting (equidistant or octave) does not have a significant effect on the scrambled signal residual intelligibility.
Discussion of the results: estimation of speech signal security level in communication systems equipped with band scramblers
In absence of knowledge on the scrambler key, the most typical actions of an eavesdropper trying to hack the intercepted scrambled signal consists the following: 1) recording and multiple listening of the signal; 2) "full" inversion of the signal spectrum (flipping all its spectral components relative to the center frequency);
3) splitting the signal spectrum into a number of bands with equal width and its permutation with reverse order or exhausted search for all possible permutation combinations; 4) actions similar to i. 3 but the signal spectrum in each band is inverted; 5) analysis of the scrambled signal spectrogram for determining the bands cut-off frequencies by its distinctive features and performing the actions similar to those mentioned above.
In carrying out further studies, a successful hacking attempt denotes the result of such scrambled signal conversion after that its intelligibility became greater than the intelligibility of scrambled signal and exceeds 30 %. This threshold value of speech signal intelligibility corresponds to the possibility of recognizing individual words and expressions during tapping [17] .
As was shown in Section 5, the algorithm that performs inversion of the entire signal spectrum ("full" inversion) is seems to be the most effective and simple of the listed methods of hacking. This algorithm can be realized simply by changing the sign of the value of every second sample of an input signal:
where s inv (n) is the stream of samples of the signal with inverted spectrum; n is the number of sample, n=1, 2, 3... Experimentally obtained estimates of the scrambled signal intelligibility after hacking attempts using the algorithm of "full" inversion of its spectrum are shown in Fig. 4 . Each of the given estimates of intelligibility (ξ) is equal to the maximum of two values: 1) residual intelligibility (corresponds to perceiving of the scrambled signal without its any transformation);
2) intelligibility after hacking the scrambled signal by the algorithm of "full" inversion. The estimates of intelligibility ξ were obtained from the results of attempts to hack signal scrambled with the equidistant method of splitting the spectrum on various numbers of bands. When the signal spectrum was split into 2...3 bands the strength to hacking of the scrambled signal was investigated using all possible variants of band permutations and band spectrum inversions. When spectrum was split into 4 or more bands, it was chosen 10 randomly variants of band permutations. The assumption of the possible spread of ξ values is based on the fact that among all possible variants of permutations of larger amount of bands there are those that repeat permutations with smaller amount of bands.
It can be seen from Fig. 4 that when speech signal spectrum is split into 32 or less bands voice information can be correctly understood from the scrambled signal itself or from the result of its spectrum inversion. This statement is true for speech signals with 4 kHz bandwidth regardless of values of band cut-off frequencies, the band permutation order and its inversions during scrambling. However, when signal spectrum is split into 64 bands or more this method of hacking does not give a similar result. This is due to the fact that there are variants of band permutations (scrambler keys) which ensure intelligibility below 30 % both before a b Fig. 3 . Dependence of residual intelligibility on the order of permutations and inversions of the spectrum bands during the scrambling. Method of splitting of input signal spectrum: a -equidistant; b -octave and after hacking by spectrum inversion. Therefore, in order to provide strength to this hacking method the required amount of bands should be at least 32...64.
Fig. 4. Intelligibility of the scrambled signal after hacking attempts
One of the effective methods for ensuring low level of residual intelligibility and increasing strength to hacking by spectrum inversion or exhausted search of permutation combination is to increase the amount of permuted bands.
The main parameter which limits the maximum amount of bands is the minimal achievable bandwidth of the filters used in the scrambler. In the case of implementation of such filters in the scrambler using the algorithms similar to FFT, the minimal achievable bandwidth of filters depends on a number of factors.
Firstly, the bandwidth depends on the used weighting function and is inversely proportional to the length (size) of the window. The length of the window is determined by the allowable delay time for the scrambling-descrambling process. As was shown in Section 4, the conversation delay for narrowband speech communication systems should not exceed τ max =50...200 ms. Therefore, the FFT window length (size) should be: The FFT algorithm requires that the window size must be a multiple of 2 N , here N is an integer number. Therefore, the window size N max is limited of 512 samples. As is known, the maximum amount of bands into which the signal spectrum can be split is equal to half the window size [25] . Consequently, the maximum amount of bands is 256.
Secondly, the maximum amount of bands is limited by the level of signal distortions that are caused by "leakage of spectral components" and "tailing of spectrum maxima" after the speech signal scrambling-descrambling process [25] . These distortions can be experimentally estimated by the dependence on amount of bands of the maximum of the cross-correlation function (CCF) between the original speech signal and the signal obtained after the scrambling-descrambling process of the original one. The Fig. 5 presents the estimates of the CCF maximum values were obtained by averaging the results of 10 sessions of scrambling-descrambling the original speech signal for different amount of bands. During the scrambling there were used two types of weighting functions W(n): rectangular and Blackman-Harris, the method of original signal spectrum splitting was equidistant. The rest of parameters of the scrambling algorithm remained similar to those given in the description of the experimental equipment. The results shown in Fig. 5 confirm that the level of distortion of speech signal increases with growth of the amount of permuted or inverted bands after scrambling-descrambling. These distortions were heard in the form of a metallic hue against the background of the speech without worsening of intelligibility (the intelligibility was 90 % or more).
Conclusions
A number of actual aspects related to the development and operation of speech scrambling devices have been studied. In particular, it was shown that due to the ease of implementation and the property of leaving the signal bandwidth without expending, scramblers can be used as affordable and inexpensive means of information security in speech communication systems.
1. Comparative analysis of scrambling and encryption methods has shown that scrambling is the only method that provides secure transmission of voice information in real-time over narrowband communication channels with a signal-to-noise ratio of 0 dB or less.
2. Experimental studies performed on the developed band scrambler have shown that depending on the band permutation order and choice of cut-off frequencies of the bands, the residual intelligibility of the scrambled signal varies from 10 to 90 %. It should be noted that for intelligibility above 30 %, voice messages can be perceived with a satisfactory quality despite scrambling. It has also been established that the minimum level of residual intelligibility of the scrambler output signal is provided by band permutations which translate low-frequency components of speech to the high-frequency region.
3. The performed experimental studies of the scrambled signal security level have shown that when number of bands less than 32, such signal can be hacked by applying a relatively simple operation of the entire frequency band spectrum Satisfactory level of intelligibility inversion. When the number of bands greater than 32, there are variants of band permutations that provide scrambled signal residual intelligibility in the range of 10...20 %, additionally such scrambled signal cannot be hacked by inversion of its entire spectrum. It was also shown that for real-time speech communication systems the maximum number of bands is limited by two factors: the delay time and the distortion caused by scrambling-descrambling process. Thus, the maximum amount of bands is 256 for the delay of 128 ms, 4 kHz bandwidth of the communication channel and level of distortions which lead to degradation of descrambled signal intelligibility not lower than 90 %.
The presented results show strong sides of use of speech scrambling methods compared to encryption for protection against tapping. The obtained results can be used for development of scramblers based on digital processing of speech signals. In addition, these results can be useful for selection scrambler keys that are optimal by the criteria of strength to hacking, the minimum level of residual intelligibility and the level of distortions caused by scrambling-descrambling process.
